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TMPABHUTEJIbCTBO CAHKT-TIETEPBYPI'A 3aMecTHTEIAM IJIaB
KOMMTET 1O OFPA30BAHHIO AIMUHHCTpaLMii paiionos
nep. AnTonenko, oM 8, Cankt-Tlerep6ypr, 190031 Cankr-TlerepGypra,
Ten(812) 417-34-54, axc (812) 417-34-56 KYpHpYIOIHM BOHPOCHI
www.k-obr.spb.ru

KOMBTET NO 0DPA30BAHNID
Ko 03 168.470/19.0-1
ot 02 12 2018
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O HanpaBleHHH METOOUIECKUX
MarepuaioB

YBaxaembie pykoBoauTe/n!

Undopmupyem Bac, uro VYmpaBnenuwem PockomHamzopa mno Cesepo-3amagHoMy
denepanbHOMY  OKpyry  IOATOTOBICHBI  HWH(OPMAIMOHHO-METONMYECKHE  MaTepHalbl
JUIsi HECOBEPILICHHOJIETHHX 110 BolpocaM kubepbe3onacHocTH B cetd «AHTepHET»:

- IamsTKa 1o kubepbe3onacHoCTH;

- IpaBKJIa NOBe/IeHus B ceTH UuTepHeT;

- npe3eHTalus o kubepbe30nacHOCTH.

Ilpocum Bac paccMOTpeTh BO3MOXHOCTH HCIIONB30BaHHS YKa3aHHBIX METOJUYECKHX
MaTepHalioB B TOJBEAOMCTBEHHBIX 00LIe0Opa3oBaTENbLHBIX OpraHU3alUsX NpH INPOBEACHHH
MEeponpUATHH Mo obecnedeHu0 HHPOPMAIMOHHOH 6€30MaCHOCTH AETEH H NOAPOCTKOB, a TAKXKE
pa3sMECTHTh YyKa3aHHBIE MaTepHalbl Ha calTaXx OpraHoB YrpaBlieHHs O0Opa3oBaHHEM
H obpazoBarebHbIX opranu3auuii Cankr-Ilerepbypra.

Ilpunoxenue: Ha 24 1. B 1 3K3. !

C yBaxenuem,
3aMecTHTe b npeaceaareas Komurera A.A. BopmeBcknii

l'opuna M.A.,
(812) 576-18-27


mailto:kobi@gov.spb.ru
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POCKOMHAA3OP

POJlb U MECTO 3ALLIUTbI NPAB CYBbEKTOB
NEPCOHANBbHBLIX JAHHbLIX B OBECNEYEHUU
KWUBEPBE3OMACHOCTHU
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NCTOUHMKI'

> NMPAKTUKA NPUHATUA ycnoswuit
NoMb30BaTENbCKOTO COrNalLEHUs Mo YMOMYaHuio

> XULLEHUE NA

» UCNOJIb30OBAHUE «cepbix» MOBUNbHBIX
PUNOXEHNI

> OULLIUHI

> MOBCEMECTHOE UCNONMb30BAHUE
3meoHa6n§AeHm
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> NEPEQAMATIL no E oy
HE3ALLMLLEHHDIM KaHaNaM CBA3M

> WUCMNONb3OBAHUE
reonoKaLMoHHbIX CepBUCOB

» PACMPOCTPAHEHMUE [ B OTKPbITbIX
MCTOMHMKAX

» OBLEHUE c BupTyanbHbiMM Apy3bamu




o [PUCBOEHHME NIMYHOIO UMYLWLECTBA o MpuHyxaeHue K

FPAXOAH OBMAHHbLIM NYTEM BLINOMHEHVIO BONM TPETHUX NUL, & »
e I ol otcth ot
LyXOBHOMY 3[,0POBbI0 rPAXAAH i a p

o HapylweHue npasa Ha NUYHYI0 XU3Hb

MaHunynupoBaH1e cyBbeKToM nepcoHanbHbIX
AaHHbIX




NPABOBOE PEr VI OB ARREGALITBIMBRE "m,c
CYBBEKTOB NEPCOHATIbHBIX IAHHBIX <4,

j KOHBEHLMA COBETA EBPOIbI kg
O 3atwuTe UMYECKUX NUL, NPU ABTOMATU3NPOBAHHOM 06paboTKe NepcoHasbHbIX AaHHbIX ETS Ne 119

7 ®EQEPANbHbLIA 3AKOH POCCUMACKOW ®EOEPALIUA
«O nepcoHarnbHbIX AaHHbIX»

4 ®E[IEPANbHbLIA 3AKOH POCCUNCKOW ®EQEPALIMUA
«06 uHdopmaumm, UHPOPMALMOHHBIX TEXHOMOTMSX U O 3aluTe UHGOpMaLK»
(B YacTn nopsigka 6nokupoBku UHopMmaLmm B ceTn UHTEpHET)

i MOCTAHOBMEHUWE NPABUTENBCTBA POCCUMCKOW ®EEPALIMK
«O ®epeparbHo# cryxbe no Haa3opy B chepe cBs3n, UHPOPMALMOHHBIX TEXHONOTMIA K
Ma Bbvi KOMMYHMKAL|i
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IAPYLLUEHUA nopﬂch OEPABWKM s

U Heperynupyembit 060poT MH(OpMaLMK, CoAepXalLen nepconanbnbue [laHHble - %g g
3.

L] HecootBetcTare 00paboTk# nepcoHanbHbiX AaHHbIX AeKnapupyembiM B nonbaoearenbcmi
cornatueHusx MuTepHeT-koMnanui uensm 06paboTku NepcoHanbHbIX AaHHbIX

o

O Cbop u aHanu3 nepcoHanbHOM  MH(OpMauMM  Nofb3oBaTenel, B  TOM  Yuche,
NepPCOHNGUUMPOBAHHON 3aUHTEPECOBAHHOCTH NOMNb30BATENS K ONpeaeneHHbIM ToBapam

Q Mcnonb3oBaHue nepcoHanbHbIX AaHHbIX NOMb30BaTENs CeT VIHTEPHET C Lenbio NPOABUKEHUS
TOBapoB, pabot, ycnyr Ha pbiHke
U3 Co3gaHue hanblumBblX akkayHTOB B COLMArbHbIX CETAX

O Wcnonb3aoBaHWe NepCoHanbHbIX AaHHBIX B KOMMEPUECKUX Lensix
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UENb:

OFPAHUYEHUE JOCTYMA K UHOOPMALIUMA, OBPABATBIBAEMOW C HAPYLIEHUEM
3AKOHOJATENLCTBA POCCUUCKON GELEPALUU B OBNTACTU NEPCOHANBHBIX IAHHbBIX
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cMOCOBCTBYET

Noctuxennio BAJIAHCA uHTepecoB

MnuHocTy, oblyecTsa 1 rocyaapcTea

COXPAHEHHUIO

HeNPUKOCHOBEHHOCTU uyacTHOM
KU3HH

CoxpaHeHuto

NCUXONOrH4ecKoro

. 3mpoaha rpagman
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HudopmannoHnas NaMATKa 1l HeCOBEPILICHHOJIETHHX 10 BONPOCamM
KnOepbe3onacHOCTH
B ceTH «MHTepHED?

KomnbloTepHble BAPYChI
KoMIeIoTepHBI BHPYC - 3TO pPa3HOBHAHOCTb KOMIIBIOTEPHBIX IpOrpam,

OTJIMYUTENBHON 0COOEHHOCTBIO KOTOPOH SBNAETCA CIIOCOOHOCTD K Pa3MHOXEHHIO
(xonupoBaHMI0). B nomonHeHWe X 3TOMY, BHMpYCHl MOTYT IIOBPEIMTEL HIIH
TIOJTHOCTBIO YHHUYTOXHUTH Bce (alinbl ¥ AaHHEIE, TOJKOHTPOJIBHEIE IONB30BaTENIO,
OT MMEHH KOoToporo Obu1a 3amylicHa 3apax€HHas NporpaMma, a TakxKe IOBpeAHTh
WIH JaXe YHHYTOXHTH ONEepalMOHHYIO CHCTEMY CO BceMH (aitamu B nenoM. B
OOJIBIIMHCTBE CIIy4aeB paclpoCTPaHAIOTCS BUPYCHI Y€pe3 HHTEPHET.

MeToab! 3aLHTHI OT BPeJOHOCHLIX IPOrpamMM:

1.  Hcnone3yit coBpeMeHHbIE ONEPAlHOHHBIE CHCTEMEI, HMEIOIIHeE
CepbE3HBIN YPOBEHD 3alMTEl OT BPEAOHOCHLIX [IPOrpamum;

2. TlocrosHHO ycTaHaBiuBait mnardd (UUQpOBBIE 3AIUIATKH,
KOTOpbie aBTOMAaTHYeCKH YCTAaHABIMBAIOTCA C€ HEdbl0  JOpaboTKH
NporpaMMbl) M Jpyrue OOHOBJIEHHS CBOEH ONEPAIMOHHOH CHCTEMBI.
CxauuBaifi MX TOJNBKO ¢ o¢puumanbHOro caiita paspaborumka OC. Ecmm
CYILECTBYET PEXHM aBTOMaTH4E€CKOro 0OHOBJICHHUSA, BKIIIOYH €10;

3.  Paboraii Ha cBOEM KOMIIBIOTEPE MOJ IpaBaMH NONB30BaTel, a
He aJMHHHCTpaTopa. JTO HE II03BOJMT OOJBIMIMHCTBY BpPEAOHOCHBIX
IpOrpaMM HHCTAJUIHPOBATHCA Ha TBOEM NIEPCOHAIBHOM KOMITBIOTEPE;

4. HUcnone3y#i  aHTHBHpPYCHbIE  NpPOrpaMMHBIE  NPOMYKTHI
M3BECTHBIX NPOU3BOAUTENEH, C aBTOMATHYECKUM 00HOBIEHHEM Oa3;

5. Orpaunys ¢uspgeckuif JocTyn K  KOMOBIOTEpY  UIA
NTOCTOPOHHHUX JIHLL;

6. WUcnone3yit BHemHHEe HOCHUTEeNd HHQPOpMAlLMH, TakMe Kak
¢nemxa, auck wm ¢aiin u3 MHTepHera, TONBKO H3 NPOBEPEHHBIX
HCTOYHHKOB;

7. He orkpeiBali KoMIBIOTEpPHBIE (aiiibl, NOMY4YECHHbIE U3
HEeHan®KHBIX MCTOYHHKOB. [laxke Te (paiyisl, KOTOpBIE IpUCian TBOH
3HaKOMBIH. Jly4dnie yTOYHH y Hero, OTIPaBNsAil M OH Tebe uX.



Cern WI-FI

C momompto WI-Fi MoxHO nomyduTh OecIUlaTHBIH HMHTEPHET-JOCTYN B
oOIeCTBEHHBIX MecTaX: Kade, oTensix, TOProBhIX LEHTPaX M asporoprax. Tak xe
ABNISAETCH OTIMYHON BO3MOXXHOCTBIO BhiXojAa B VHTepxer. Ho MHorne skcneprsi
CYHTAIOT, 9TO obIenocTynHbie WiFi cern He sBnsOTCA 6€30NaCHEIMH.

Cosern! no 6e3onacHocTH pabornl B 061iesocTynHbIX ceTax Wi-fi

1. He nmepemaBaii cBow NHuYHYI0 HHQOpPMAUWIO  dYepe3
obmenocrynasle Wi-Fi cern. PaGoras B HMX, )XenaTelsHO HE BBOJHMTH
TNIapoNyY AOCTYIIA, JIOTHHBI U KaKHe-TO HOMEpa,;

2. Hcnonp3yh H oOHOBIAH aHTHBHPYCHBIE MIPOrpaMMBl M
GpannMayap. TeM caMbiM ThI 06e30macHInb ce6s OT 3aKauKH BUpyca Ha TBOE
YCTPOWCTBO;

3. TIlpu wucnons3oBanuu Wi-Fi orkmoun ¢yukumoo «O6mpui
poctyn K <aiinamM u npuHTepam». [JlaHHas QYHKIMS 3aKpHTa IO
YMOJYAHHIO, OJHAKO HEKOTOpEE IONb30BaTeIM AaKTUBHUPYIOT €& A
ynobcTBa ucrons30BaHuA B pabote wiu ydebe;

4. He wncnons3y#t nyOnwuneii WI-FI mns nepemaum JH4HBIX
NaHHBIX, HallpHUMeEp, IUIA BHIXOAA B COLMANBHBIE CETH WIH B 3NEKTPOHHYIO
MOUTY;

5. Hcnone3yit Tonbko 3amuimeHHoe coeaunenue yepes HITPS, a
He HTTP, T.e. npu HaGope Be6-anpeca BBogM UMEHHO «https:/»;

6. B mobunsHOM Tenedone orkmoun ¢pynkimio «llogxmoyenue k
Wi-Fi aBromatuyecku». He nomyckaid aBTOMaTH4YeCKOro NOAKIIOYEHHS
ycTpoi#icTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CounajibHbIE CETH
ConuaneHas ceTh - 3T0 CaliT, KOTOPEIH NPEAOCTABIAET BOSMOXHOCTE JIOISAM

ocymecTBIATh obueHue Mmexnmy coboii B mHTepHere. Yame Bcero B HHUX Ui
KaXJOro 4YejJOBEKa BBIJIENAETCH CBOSA JMYHAsd CTpaHU4Ka, Ha KOTOpOH OH
yKaspBaeT 0 cebe pasiuyHylo MHQOpMalMIO, HauWHas OT MMEHH, GaMUIMM H
3aKaH4YMBas JTMYHBIMH QoTorpadusaMu. MHOrHe MONb30BaTeNd He MOHHMAIOT, YTO
uHGopMalys, pasMeLIeHHas HMH B COLMAIBHBIX CETAX, MOXeT ObITh HalineHa
HCNONB30BAHA KEM YrojHO, B TOM 4ucle He oOs3arensHo ¢ GraruMu
HaMepeHUsIMH.


https://%c2%bb

OcHoBHBIE COBETHI N0 6€30NACHOCTH B COLHAJBHBIX CeTAX:

1.  OrpaHuys cnHcok Apy3eil. Y Tebs B Apy3bAX HE JNOIDKHO OBITH
CITy4aifHBIX ¥ HE3HAKOMBIX JIOJEH;

2. 3ammm@ai cBOK 4YacTHYIO XW3Hb. He yka3sbiBail mnaponu,
tenedoHbl, ajgpeca, JaTy TBOETO PpOXJACHHA M JApPYIyi0 JIHYHYIO
uHbOpMaLHUIO. 3I0yMBIIUIEHHHKH MOTYT MCTIONB30BaTh AaXe HH(HOpMauio
0 TOM, KaK Tl ¥ TBOM POAMTEIH IUIaHUPYeTe NPOBECTH KaHHKYJIbI;

3. 3ammmaii CBOIO peryTaluio - Jep)Xd €€ B YUCTOTE W 3ajaBai
cebe Bompoc: xoten OBl Thl, YTOOBI Apyrue Nojb30BaTeNHd BUACIH, YTO THI
zarpyxaems? ITogymaif, mpexxae 4eM 4TO-TO ONMyONMKOBaTh, HAIMCATh H
3arpy3HTh;

4. Ecmu THl rOBOpMIIb C JIOABMH, KOTOPBIX He 3Haelllb, HE
HCIIONB3YH CBOE pealbHOe MMs H JAPYrylo JHYHYI0O HHpOpMaIMM: MM,
MECTO JKUTENbCTBA, MECTO Y4eOHl U Ipouyee;

5. UsGeraii pasmemienust ¢ororpaduii B HHTepHere, rae ThI
u300pakeH Ha MECTHOCTH, MO KOTOpPOH MOXHO ONpEACIUTh TBOE
MECTOIIONIOXKEHHE;

6. Ilpu perucrpauud B COLMAIBHOH ceTH HEOOXOmUMO
HCIIONB30BaTh CJIOXKHBIE TMApoNH, cocrosmme u3 OykB W mudp H C
KOJIMYECTBOM 3HAKOB HE MEHee 8;

7.  JAns cOUHaNBHOM CETH, MOYTH M APYIHX CAWTOB HEOOXOAHMO
HCIIOJIB30BaTh pas3Hele TIapoid. lorga ecid TebA  B3NOMAlOT, TO
3JIOYMBIUUICHHHKH TOJydaT AOCTYN TONBKO K OJHOMY MECTY, a He BO BCE

cpasy.

DJeKTPOHHbIE IeHbIH

OneKTpOHHEIE JE€HBIH — 3TO O4YeHb YHOOHEIH crmocol ruratexxeif, OfxHaKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOpPhIE XOTAT IOJy4YHTh 3TH ACHBIH.

D/IeKTPOHHbIE ICHBI'H NOABUINCH COBCEM HE@aBHO M MIMEHHO M3-3a 3TOTO BO
MHOTHX IOCYAIapcTBax 10 CHX NOP He MPONMCAHO NPO HUX B 3aKOHaX.

B Poccuu e oHM QYHKIMOHHPYIOT H O HHX Y)K€ IIPONMCAHO B 3aKOHE, Ije
UX pa3[eNfAloT Ha HECKOJBKO BHJOB - aHOHMMHBIC U HE aHOHUMHBIC. PasHuLa B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPEIX pa3peliaeTcs NPOBOAUTH onepanuu 6e3
HICHTHQUKAIlMK MOJb30BaTeNli, @ B HE AHOHUMHBIX HAEHTU(QUKALUU
TNI0JIB30BATENA ABIACTCA 00513aTENBHOHH.



Takxke cleayer pasiudyarb 3J€KTPOHHEIE ¢HaTHBIE JeHbrH (PaBHEI
rOCyJapCTBEHHBIM BaJIOTAM) H 3JIEKTPOHHBIC HeduaTHBIE AEHBIH (HE paBHEI
FOCY/JapCTBEHHEIM BaIIOTaM).

OcHoBHBIE cOBeThI O Oe3onacHol paboTe ¢ 31eKTPOHHLIMH JAeHbLIAMH:

1.  TIlpuBsxu K cyeTy MOOHIBHBIN TenedoH. T0 caMbiii YIOOHbIH
1 OBICTpBIN cnOCO6 BOCCTaHOBHTH JOCTYM K c4ery. IIpHuBA3aHHBIN TenedoH
TIOMOXeET, €ClIY 3a0yIelb CBOM IUIaTEXHBIA Mapojib WK 3aieIs Ha CaiT ¢
HE3HaKOMOT'O YCTpPOHCTBa; '

2. Hcnonp3y#i opHopa3oBele mnaponu. Ilocie nepexoma Ha
YCHJICHHYIO aBTOpH3anuio Tebe yxe He Oy[eT yrpoxars OnmacHOCTh KPaXu
WUIH [IepeXxBata IUIaTeXHOro N1apos;

3. Bribepu cnoxusiii napons. IlpectynHukam Oyzner He mpocTo
yrajgaTh CIIOXHBIH naposs. HamexHele maponu — 3TO mapoiid, KOTOpbIe
COZlepXkaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s CTPOYHBIE M MPOIHCHEIE
OykBbl, LHG}PE ¥ HECKONLKO CHMBOJIOB, TAKHE KaK 3HaK aoJuiapa, QyHTa,
BOCKJIMIIaTEeNIbHEIH 3HaK ¥ T.1. Hanmpumep, StROng!;;

4. He BBOOM CBOM JIMYHBIE JAaHHBIE HA CalTax, KOTOpbIM HeE
NOBepsellb.

DJIeKTPOHHAA NOYTA
DNeKTPOHHAA MMOYTA — 9TO TEXHOJOTHA U NPEHOCTaBIAEMEIE €10 YCIYTH 110

TNIePECHLIKE M TOJIYYEHHUIO NIEKTPOHHBIX COOOLIEHNH, KOTOpBIE pacpeensioTcs B
KOMIBIOTEpHOH ceTH. OOBMHO 3JIEKTPOHHBIA TOYTOBBIM SAMIMK BBINIALWUT
cneqyiomuM obpa3oM: UMA_ToJIb30BaTeNA@uMa_noMeHa. Takxe kpoMe nepesayu
MIPOCTOIO TEKCTAa, HMEECTCS BO3MOXKHOCTH IIepeiaBaTh (aiibl.

OcHoBHBIe coBeTHI N0 Ge3onacHo# paGoTe ¢ 21eKTPOHHOM MOYTOM:

1.  Hapo Beibpate npaBuibHEIH no4ToBEIH cepBuc. B Mntepuere
€CTh OrpOMHBIH BhIGOp OecmiaTHBIX NMOYTOBBIX CEPBHCOB, OXHAKO JIydIile
ROBEPATH TEM, KOIO 3Haelllb U KTO MEepPBEIH B pelTHHrE;

2. He yxaspBali B JH4YHOH INOYTe JIMYHYIO HHPOpMaLHIO.
Hanpumep, nydiie BeiOpaTh «My3bIKaIbHBIH_(paHaT@» MM «pok2013»
BMecTO «TeMal3y;

3.  Hcnone3yit ABYXSTalHYI0 aBTOPH3ALMIO. JTO KOTAa MOMHMO
TapoJisi HY>KHO BBOAUTH KOZ, NpHCHUIaeMbld o SMS;



4. BriGepu cnoxsslfi napons. [ KaXAoro mo4roBOro AIMKa
IomkeH OBITH CBOM HaJleXHEIH, yCTOWYMBEIN K B3JIOMY Napoib;

5. Ecnu ecTh BO3MOXXHOCTB HAlMCATh CaMOMY CBOH JIMYHBIH
BOIPOC, HCTIOJIB3YH 3Ty BO3MOXHOCTb;

6. Hcnone3y#t HecKONbKO TIOYTOBHIX SIMMKOB. [lepBhiit s
YaCTHOK TEpenuCKH C ajpecaraMH, KOTOpBIM TBI JOBepsellb. ITO
SNIEKTPOHHEIH aJipec He HaJIO MCIOJB30BaTh NIPH PErHCTpalyHu Ha GopyMax
U calTax;

7. He otkpbiBaii ¢aiinel ¥ Apyrue BIOXKEHHS B IMCBMax Jaxe
€CJIH OHHM MPHUILILTH OT TBOMX Apy3eH. Jydiie yToYHH y HUX, OTIPABIIIH JIK
oHH Tebe 9TH (ailm;

8. Tlocme oxonuyaHus paGoTel Ha IOYTOBOM CEpBHUCE MeEpen
3aKpHITHEM BKJIAJKH C caiiToM He 3a0y1p HaXxkaTh Ha «BeIiATHY.

KnGepOyJUIHHT HIIH BHPTYaabHOE A3/1eBaATEJbLCTBO
KuGepOy/unmiHr —  mpeciefioBaHHe  COOOIICHWAMH,  COAECpPXaIlMMH
OCKOpOJIEHHS,  arpeccHio,  3amyruBaHWe;  XYJHTaHCTBO;  COLIHAJIBHOE
OoHKOTHpOBaHUE C IOMOIIBIO Pa3InYHBEIX HHTEPHET-CEPBHCOB.
OcHoBHble coBeThbl O Gopbbe ¢ knbepOyaauHrom:
1.  He 6pocaiics B 6oii. Jlyqmmit crioco6: nocoBeToBaThCs Kak cebi
BECTH M, €CIIM HeT TOoro, K KOMy MOXHO oOpaTHThCA, TO BHayaie
ycnokouTecs. EcnIM ThI HayHelIp OTBe4aTh OCKOpONEHMSAMH Ha
ockopbneHns, To TONBKO emle 6oJbIle pa3oioKemb KOHQIHKT;
2.  VYmpasusit cBoe#i kubeppemnyraiueii;
3. AHoHHMHOCTP B ceTd MHHMad. CymecTByloT CHocOOb!

BBISICHHTB, KTO CTOUT 382 aHOHHMHBIM aKKayHTOM;

4. He crour BecTH XynWraHckuif ob6paz BHPTYaJbHOH >KM3HH.
HurepHer ¢duxcupyeT Bce TBOM AEHCTBHS M COXpaHAeT UX. YAAIMTh MX
OyzneT xpaiiHe 3aTpyAHUTEJILHO;

5. Bexau ce0s BeXIIHBO;

6.  Urnopupyit eAMHUYHBIA HEraTHB. OnHopa3ossie
OCKOpOMTENnbHble COOOMIEHHs Jydlle HMrHOpHpoBaTh. OOBMHO arpeccus
NpeKpamaeTcs Ha HaYanbHOU CTafiuu;



7. Ban arpeccopa. B nporpammax o6MEHa MIHOBEHHBIMH
COOOIIEHHSMH, B COLMANBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHMPOBKH
OTIIPaBKH COOOIIEHHUH ¢ ONpe/ie/IeHHBIX aIpecoB;

8. Ecmu T cBugmerens kubGepOywuiunra., Teom peicrBus:
BBICTYIIUTh IIPOTHB IIpeciefoBaTelsd, NOKa3aThb €My, 4TO €ro JAeHCTBHA
OLEHHWBAIOTCH HEraTMBHO, MOJJEPXAaTh IKEPTBY, KOTOpPOH HYXHa
IICHXOJIOrHYecKas MOMOIb, COOOMUTE B3pOCHBIM O (haKTe arpecCHBHOIO
TIOBEJICHHUS B CETH.

Mo6uabHblii TenedoH

CoBpeMenHble cMapT(OHBI U IUIAHIIETHI COAEPXKAaT B cebe BIOJIHE B3POCIIbIH
GYHKIMOHAN, H Temepb OHH MOTYT KOHKYPHpOBAaTh CO CTallHOHapHBIMH
kommeioTepaMu. OIHAKO, CPEACTB 3aIIMTHI IS MOJOOHEIX YCTPOKCTB NOKa OYEHb
mano. TecTupoBaHMe M TOMCK YSA3BHMOCTEH B HHX TIPOMCXOAWT HE Tak
HHTEeHCHBHO, Kak Juig ITK, To ke camoe KacaeTcss 1 MOOWIBHBIX IIPUIO)KEHHH.

CoBpeMeHnHBle MOOWNbHBIE Opay3epel yxe TNpaKkTHYeCKH JOTHAIH
HACTOJNIbHBIE AHAJIOTH, OAHAKO paclIMpeHHe (yHKIMOHaja BileYeT 3a coboi
OONBIIYIO CIIOXHOCTh ¥ MEHBINYIO 3aUIEHHOCTb.

Jlanexko He BCE€ IPOH3BOAMTENM BHINYCKalOT OOHOBNIEHHs, 3aKphIBalOIHE
KPUTHYECKHE YA3BUMOCTH AJI CBOMX YCTPOHCTB.

OcHoBHbIE cOBeThI A1 6e30nacHOCTH MOOHIBLHOIrO TesiepoHa:

1.  Bynas ocropoxeH, Beip koraa Tebe mpejaraioT GecruiaTHbii

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIC YCIYTH;

2.  ymaii, npexnae 4eM ornpasuth SMS, ¢oro mmu Buzeo. Tui

TOYHO 3Haelllb, I OHU OYAyT B KOHEYHOM HTOre?

3. HeobxoauMo OOGHOBIATE OINEPAaLMOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4. Hcnonp3yit aHTHBHPYCHBIE NpPOrpaMMBl I MOOWIBHBIX

TeNedOoHOB;

5.  He 3arpyxai IpuIOXEHHS OT HEM3BECTHOIO MCTOYHMKA, BEIb

OHH MOTYT COJEpPXaTh BPeZIOHOCHOE IporpaMMHoe obecrnieyeHue;

6. Ilocne Toro xax Thl BHIHAELIb C caiTa, I’ic BBOAMJ JHYHYIO
uHpOpMaLHIO, 3aiiaK B HacTpo¥KK Opay3epa u yaanu cookies;

7. Tlepuomuvecku  mpoBepsd  Kakue  IUIaTHbIE  YCIYTH
aKTHBHPOBaHbI Ha TBOEM HOMEpE;



8.  [laBait cBoit HOMep MOOGWIBHOro TeneoOHa TONBKO JIIOMAM,
KOTOPHIX THI 3Haelllb U KOMY A0BEpselllb;

9. Bluetooth pomxen OBITHP BBIKIIOYEH, KOra THl MM HeE
none3yemncs. He 3abb1Bait MHOTZ]a NPOBEPATE 3TO.

ORUIHHE KM KPaKa JHYHbIX AaHHBIX
naBHas uens ¢QUIMHr - BuAa MHTepHET-MOLIEHHHYECTBa, COCTOMT B

NOJy4eHUH KOH(PUAECHIMANBHBIX JaHHBIX I0JIb30BaTeNeH — JIOTHHOB M NapoJiei.
Ha aurmiickoM si3eike phishing uutaercs kak ¢ummur (ot fishing — pribras
noBis, password — napois).

OcHoBHbIe coBeThI N0 Gopnbe ¢ pumHHrOM:

1.  Cnenu 3a cBouM akkayHTOM. Ecnu THI mozio3peBaeb, YTO TBOS
aHkeTa ObUTIa B3JIOMaHa, TO HEOOXOAMMO 3abJIOKMPOBATH €€ M COOOIIHMTH
aIMHHHCTPaTOpaM pecypca 06 3TOM KaK MOXHO CKOpee;

2. HUcnons3syii GezonacHsle BeO-CaiiThl, B TOM YHCIEe, HHTEPHET-
Mara3uHOB M IIOHCKOBEBIX CHCTEM;

3.  Hcnons3yii cnoxsble U pasHble naponu. Takum obpa3oM, ecin
TeOs B3JIOMAIOT, TO 3JIOYMBILUICHHHKH MONY4aT AOCTYI TOJBKO K OJHOMY
TBOEMY NPOGHIIO B CETH, a HE KO BCEM;

4, Ecnu Tebs B3nOManM, TO HEOOXOAMMO IpeAyNpeIuTh BCEX
CBOHMX 3HAKOMBIX, KOTOpEIe N0o6GaBieHs! y Te6s B Apy3bsaX, O TOM, 4TO Tebs
B3JIOMaJId M, BO3MOXHO, OT TBOEro HMEHM OyJeT pacchUIaThCs CllaM H
CCHUIKH Ha (PUILIHHIOBhIC CANTHI;

5.  VYcranosu HanexHsIil napons (PIN) Ha MoGunbHEI! Tenedon;

6.  Ortimoun coxpaHeHue napois B Opaysepe;

7. He orxpsiBaii daiinel U Apyrie BIOXKEHHS B IHCBMAaxX JaKe
€CIIM OHM TIPUIIUTH OT TBOMX Apy3eil. JIyumre yToynu y HUX, OTIIPABIAIM JIX
OHH Tebe 3TH Qaiinkl.
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KAK TEBA 30BYT?

CKONbKO TEBE NET?

KAKOrO44CNA Y TEBA
AEHL POXOAEHWUA?

B KAKOM KNACCE ¥ KAKOW
WKONE Thl YYULLBCA?

FAE Thl XUBELIbL?




YUmo makoe AUYHbIE UAU NePCOHAAbHBIE DAHHbIE?

¥ HOMEP LKONbI, KNAC!
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“f"‘*“:)"KaKyfo UHPopMayuro Mol Yawse Bcezo pasmewaem o cede?

SOTOIPADUM,
UMA ¥ BO3PACT

KIACCE W LIKONE
YUHMCS

KYBA U KOrpA
MAEM OTABIXATE




Kakue yeposbl Brevem decneyHoe omHOWEHUE K AUYHBIM OGHHBIM?

TBOWU ®OTOrPA®KU

Y TEBA MOXET PAIMECTAT B UHTEPHETE MNOKA '!'ESﬂ
NOABUTLCA BE3 TBOEIO PASPEWEHUA W POOUTENEWN HET JOMA
BUPTYANbHbIA ABOMHUK 3NOYMBILLTIEHHWKM MOTY
NPUATHA M OBOKPACTB IO
TEGS MOTYT HAYATb
TPONNUTL
BUPTYAbHbIA APYT OfNATA KAPTOW POQMUTENEH
MOXET OKA3ATBCH BUAEOWIP ¥ PHNOXEHWA
BAHAWTOM B XW3HU MOXET NPUBECTH K KPAXE

REHET C UX KAPT




EcAu mede npedrazaem

Uenoavayi He ocmabasii Bempemumocs
Bmecmo umenu He yxa3svibaii AUYHYIO Bupmyarouwiii dpyz —  Ozpanuse docmyn
HUK, KaprauHKy 8 Cemu, uKgopmayuto o cede nocoBemyiics Kk cBoemy npodpuaro
6mecmo pomo u 2de moi xubewv u 6 coyuanbibix cemsx ¢ podumeAsmu 8 coyuanbroii cemu

)

3.

He omnpabasii eme Ha He cmabo He cka4ubaii He paccxkasvibaii, He 3Haxompcs
Kopomkue Homepa, He 2e0AOKAYUUIO NPUAOXKEHUS Kozda 8 unmepHeme
coodwiaii Homepa nod cBoumu ¢ HenpoBepennoix u Kyoa esduwe
danxoBekux kapm, nocmamu caiimo8, yemarobu ¢ podumeAsmu

cBoeii uau podumenceii anmubupyc omobixamo




€53 1TO AEAATD, ECAM TEBS OBUXKAIOT B CETU?

TPONNUHT — Bup, xynuraHcTea B cetu, popma
NPOBOKaLMKU MU U3aesatenbeTea. Tpoanb
NUTAeTCA HeraTUBHbIMU SMOLUAMM, OH 3343eT
o6upaHbIe BONPOCHI, MOXET OCKOpOAATD,
U30eBaTbCA, BbICMEeUBaTb BHELWHUIA BUA, POCT,
Bec, NucaTb 0bugHbie cNoBa NPO POAHbIX U

Apy3en

Ecau Teba obumkaioT B cetu, To nomuu [TTABHOE
NPABUNO -
HE KOPMU TPOINA

Kak TonbKo nepecraHelb pearnposaTh Ha Hero,
OH O4YeHb BbICTPO noTepAeT uHTepec. Moxelub
NOXaN0BaTbCA Ha HEro uau coobwwuTh 0
TPONNUHIE aAMUHUCTPATOPY CaMTa




Ymo makoe kudepdyrruHa?

KUBEPBYJUIUHT - 3T0 — Hukoraa He npuHMMaK cam
Ucnonb3osaHue y4yacTtve B MHTepHeT-TpaBae Koro-
COBpPEeMEeHHbIX ambo

TEXHONOTMU C LLebIo
obunaerb, YHU3UTD,
3anyraTb Uau
npecneposartb 4pyroro
yenoseka

— YCTaHOBM HAaCTPOMKM
NPUBATHOCTU, YTOBbI HE3HAaKOMbIe
oam He mornu nucatb Tebe unu
OCTaBAATb KOMMEHTapuu nog,
TBOMMMU POTO

~ Hukoraa He oTBeyait Ha BynnuHr
-~ [lenait CKpUHLWOTbI BCEX
coobuieHnit u coobum o Tpasne
aAMMUHUCTPATOPY pecypca —
3a4YUHLMKA TpaBau 3abnoKkupyioT
- [lo6aBb ero B 4epHbIA CMUCOK

— MNorosopu o npobneme c kem-
HMbyAb M3 B3POC/bIX, Ayylle C
poAUTENAMM — OHU NOALEPKAT U
nomoryT cobpaTb AOKa3aTeNbCTBa
N HalWTU BbIXOA, U3 CIOXKUBLUENCA

NIATVIMI 11404

[oBOpA NpocTbim
A3bIKOM, 3TO TPaBAA,
nepeHeceHHan B
UHTepHeT
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